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Abstract: Investments in security and/or security enhancing measures are marked 

by a potential of increased effects in certain security contexts, i.e. ramifications of 

security measures and their effects can not only be felt on a single cost-benefit dimen-

sion but on various related parameters which influence decisions on these measures. 

This is especially true for security related decisions by public decision makers. In the 

public domain, objectives have to be assessed that include an evaluation on a quanti-

tative cost base as well as on non-quantifiable “qualitative” criteria. These qualitative 

factors reflect the multi-dimensional effects of security decisions and measures, which 

often present themselves as public goods. The FP7 funded project ValueSec proposes 

an analysis approach for potential effects of security related decisions of public deci-

sion makers that is based on the three pillars of “Risk Reduction Assessment”, “Cost-

Benefit-Analysis” and “Qualitative Factors Analysis”. A combination of these indi-

vidual approaches in a comprehensive toolset will support public decision makers in 

their decision making processes. The ValueSec project follows an application oriented 

approach in validating the developed toolset in realistic use cases. The use cases will 

include realistic scenarios and potential measures to be taken in a critical infrastruc-

ture context, e.g. in smart energy grids, airports and public mass transportation. 

ValueSec addresses planning and realizing of preventive and protective measures, not 

the actual operational/ contingency
1
 measures and decisions of response forces in case 

of an incident. 
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1 This restriction is given by the task description of the EU. Decision support processes and tools in the operational/ con-

tingency phase have by and large different requirements like real-time capability, interfacing to existing Command and 

Control systems etc. 
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The environment for security related public decision making 

The need for security is an inherent and basic need of human beings [1] and the 

provision of a safe and secure environment is one of the main objectives for public 

stakeholders. With the establishment of a secure environment, direct and consequen-

tial damages should be minimized and collateral benefits can be reaped, such as per-

sonal well-being and human as well as economic development. Security as a good, 

however, also entails characteristics that preclude its efficient provision on markets. 

A secure environment is all encompassing, meaning that no citizen can be exclud-

ed from it and each citizen benefits from it in the same manner. Also the “consump-

tion” of the secure environment by one citizen does not impede on the consumption of 

the same environment by another citizen. This non-exclusiveness2 and non-rivalry3 in 

consumption classify security as a prime example for a so called public good.  

The provision of public goods through market mechanism is difficult, to say the 

least, as every citizen benefits from the provision of the good “security” but has little 

incentive to voluntarily contribute to its provision. This calls for responsibility and 

action of public stakeholders, i.e. the government, in the provision of the public good 

security. Governments have to create the legal and organizational and financial 

framework to provide security through a mandatory contribution system, i.e. mainly 

taxes. Public stakeholders, therefore, play a dominant role in the security environ-

ment. With the global economic downturn, started in 2008, the cost effective use of 

public funds has become of increasing importance for decision makers and the discus-

sion of the financial crisis’ influence on the security environment started also on the 

European level.[2] However, monetary and budget constraints do not form the only 

vector of decision making for public stakeholders.  

Security related decision making in the public sphere needs to take into account a 

complex socio-economic and political environment, which often cannot be transferred 

into monetary terms. A cost benefit analysis in the field of security related public 

decision making therefore always has to consider combining quantitative and qualita-

tive factors. This of course increases the complexity of analysis and demands a com-

                                                        
2 National governments provide a secure environment e.g. through investments in police forces 

and defense forces (personnel, training, equipment, etc.) but also through investments in 

other infrastructures. These are mostly financed through taxes paid by citizens. The non-

exclusiveness in the case of security means that even a potential “tax-dodger”, i.e. someone 

who is purposefully not paying taxes, still benefits from the secure environment. The fact 

that s/he does not pay taxes to finance the measures to provide for this secure environment 

does not change the fact that s/he is able to “consume” and/or benefit from the secure envi-

ronment. S/he is a so-called “free-rider”. 
3 A secure environment can be “consumed” in the way that it e.g. provides the opportunity for 

citizens to safely walk the streets of a city without the fear for his/her own health or life. 

Non-rivalry results in the fact that, to stay in the same example, the consumption of the se-

cure environment by one person does not change another person’s opportunity to consume 

the same secure environment, i.e. s/he can walk the street as safely as the first person or as 

any other person on the street for that matter. The secure environment as a good cannot be 

exhausted through joint consumption of multiple citizens. 



prehensive and extended cost-benefit approach. A good example, however not securi-

ty-specific, of multi-facetted government decision support can be visited in [6]. 

The project ValueSec – Mastering the Value Function of Security Measures – 

funded by the European Commission – develops a methodology and toolset based on 

an extended cost benefit approach to enable public decision makers to plan and exe-

cute better security related decisions. The project follows the objective of highlighting 

potential consequences of security decisions and ensuring measures to become more 

transparent and thereby supporting decision makers in better analyzing decision alter-

natives at hand. 

Decision making contexts 

Security related decisions in the public sphere encompass a wide range of possible 

contexts. To limit the scope of analysis, the ValueSec project defined five decision 

making contexts in which the project’s methodology and toolset will be evaluated and 

validated. The decision making contexts chosen for the project are 

 

1. A public mass event 

2. Public mass transportation 

3. Communal security planning 

4. Air transportation and 

5. Cyber security 

 

The scope of possible measure in these contexts and the variety of factors influenc-

ing planning and decision processes are considerably large. Therefore, the principle 

idea of building a “general purpose decision support system” within reasonable time 

and with reasonable resources would be an illusion and ultimately not feasible. 

With the definition of these decision making contexts, the project is able to cover 

at least a diverse range of possible decisions in security, encompassing different threat 

and vulnerability scenarios, different affected stakeholders (in the sense of public 

planners, operators of affected systems as well as of the affected public), different 

decision-making processes as well as different levels of decision making. 

In the scope of critical information infrastructure protection, especially decision 

making context number five is relevant. Here the project will addresses an application 

scenario based on the security of Supervisory Control and Data Acquisition, so called 

SCADA systems in the energy sector. Concretely, the project will compare measures 

to be taken to prevent multilayered malicious activities performed by targeted tools 

able to propagate and exploit unique vulnerabilities specific to the attacked target in 

specific use cases. The aim of the measures is to prevent an advanced Stuxnet-like 

attack spectrum on the SCADA systems of energy providers. 

This type of attacks on the energy sector would lead to grave consequences for var-

ious stakeholders, industries, households and governments that depend alike on secure 

energy provision and would be directly and indirectly affected by its degradation or 

shutdown. This scenario will show a high economic and social impact. With its cross 



functional interfaces to all elements of the economy and the public sphere, even a 

short-term wide-scale disruption of the energy supply could lead to the collapse of 

other critical infrastructures, such as the provision of food supplies, the provision of 

health services, manufacturing and service industries, banking and public services. 

The development of a project use case includes the further definition and prioritiza-

tion of objectives and measures together with relevant stakeholders. Potential 

measueres to counter and/or prevent a Stuxnet-like attack spectrum on the SCADA 

systems of energy providers are (non-exhaustively) listed in Table 1 below. These 

measures are classified according to risk treatment options, which are modeled on [7] 

but where the original category of risk reduction is further split up into the reduction 

of the probability of an adverse event happening and into the reduction of the impact 

of said event in case it happens. 

Similar analysis on expected impact of security measures are being developed for 

the other 4 context scenarios. They may also include effects on risk transfer and risk 

retention. 

 

 
Table 1 Potential Measures for ValueSec Cyber Security Use Case classified according 

to risk treatment 

No. Measure 
Risk 

Avoidance 

Risk  

(propability) 

Reduction 

Impact 

Reduction 

Risk 

Transfer 

Risk 

Retention 

1 Setting new policy to 

enforce strong parti-

tioning between 

network zones 

X X    

2 Setting new policy to 

enforce monitoring 

of suspicious activi-

ties 

X X    

3 Setting new policy to 

enforce risk and 
vulnerability assess-
ment 

X X    

4 Setting new policy to 
enforce strong re-
strictions that will 
prevent usage of 
disk-on-keys and 

connection of techni-
cians pc’s to the IT 
of the energy seg-
ments 

X X    

5 Setting central secu-
rity emergency team 
to identify and com-

municate threats and 

 X X   



needed countermea-
sures 

6 Setting a central 
Certification Author-
ity (CA) team to 
produce keys that 
will sign and approve 
installed application 
within the energy 
embedded systems 

X X    

7 Setting out of band 
sensors, and support 
of local teams to 
monitor directly the 
behaviour of the grid 
(not via the control 
systems that might 
be manipulated) 

  X   

 

With respect to the description of the decision making context of cyber security, 

the application scenario and the use case (based on individual measures or a set of 

measures from Table 1), decision makers have to formulate objectives on which they 

base their decisions. As an example the following objectives of decision makers are 

assumed: 

 

1. Prevent damage to the energy grid 

2. Prevent death and injury of citizens 

3. Prevent damage/disruption to: 

a. Public Services, Infrastructures 

b. Corporations 

c. People at home and out 

4. Minimize the impact if the event occurs 

5. Minimize economic costs 

6. Minimize social costs (e.g. political / electoral consequences, environmental 

damages) 

7. Regard simplicity of and obstacles to, implementation  

8. Reasonable time of implementation 

 

To accommodate a cost-benefit analysis of the individual measures as laid out 

above with the decision makers’ objectives as framing conditions, a comprehensive 

analysis approach is necessary that incorporates different aspects of decision and ef-

fects analysis. Apart from a classic cost-benefit approach, which, among others, com-

pares investment and maintenance cost with potential loss of revenue in case of a 

malicious event, further analysis components are necessary to support decision mak-

ers. 

The ValueSec toolset as designed so far will be able to produce results covering all 

8 objectives as listed. It will be left to the decision maker and possibly to the organi-



zation or people supporting him, how results of the different categories will be 

weighted in a specific decision. 

Three pillars of analysis 

The ValueSec project addresses only a special kind of decision making. It is con-

cerned with assessing decision alternatives on a strategic, i.e. medium- to long-term 

horizon. The methodology and the subsequent tool, by the mission set by the EU, will 

not support decisions on a tactical and/or operational level in the warning and re-

sponse phase. The aim of the analysis is to support the decision maker in a systematic 

way and to enable the decision maker to compare different decision alternatives. The-

se alternatives are characterized as measures or a group of measures addressing a 

specific threat. As depicted in Table 1, these measures can be very diverse in their 

way of implementation but their main objective, the elimination or the reduction of a 

risk4, is the same. It has also been mentioned, that the point of departure for the 

ValueSec methodology is not the “classical” risk analysis. In fact ValueSec depends 

on the fact that such a risk analysis has been carried out beforehand to identify specif-

ic risks and to derive potential countermeasures to face these risks. Only after this 

step, security measures or alternative security measures will be defined to which the 

ValueSec methodology can be applied to, see also Figure 1. 

As explained above, the decision making of public stakeholders in the field of se-

curity is embedded in a complex web of interdependences, which can obscure the full 

costs and benefits of decisions, and their consequent actions, as effects occur in dif-

ferent dimensions but are sometimes hard to identify, to trade-off against each other, 

and to attribute to the specific decision. This complexity has to be reflected in the way 

decisions should be supported analytically. Potential effects of decisions have to be 

made transparent and have to be analyzed on different levels. The ValueSec projects, 

therefore, follows the establishment of a comprehensive analysis framework based on 

three pillars of analytical methods and tools. These three pillars are: 

 

 RRA = Risk reduction assessment: Calculating the expected reduction of 

risks by the security measure(s) in question   

 CBA = Cost benefit analysis: Comparing those positive and negative ef-

fects of the measure(s) which can be expressed in monetary terms 

 QC = Analysis of qualitative factors: Evaluating all criteria influencing 

the decision which cannot be expressed in quantitative terms. 

 

There will be a certain dependency between the individual pillars, relying on the 

input from others. This is indicated by the red arrows in Figure 1, e.g. for the calcula-

                                                        
4 Whereby the elimination or reduction of the risk could be achieved by either reducing the probability of occurrence of an 

adverse event or by the reduction of the event’s impact or both. Furthermore, there is no restriction in the inherent 

characteristic of the measure. The main prerequisite is that the measure to be assessed is a more strategic rather than an 

ad-hoc tactical measure. 



tion of monetary benefits, the CBA will require numbers about the reduced damages 

to infrastructure. 

Following these three pillars, decision alternatives, i.e. specific measures or a set of 

measures, will be evaluated individually through the three individual analysis ap-

proaches. The results thereof will be consolidated and integrated5 to form a compre-

hensive analysis and support for a public decision maker. The Risk assessment pillar 

will provide for an assessment of the potential change in the risk situation after the 

specific measure will be implemented based on a reference scenario describing the 

situation “as-is”. In effect the analysis will indicate in how far the specific measure 

contributes to the reduction of risks. The aim of the analysis in this pillar, therefore, is 

not to carry out an overall risk analysis of the situation at hand. This had to be done 

beforehand and the result of the “pre-ValueSec-risk-analysis” is the measure to be 

assessed in this pillar. The objective of this analysis pillar then is to take the measure 

and assess their potential effects on the risk situation should it be implemented.  

 

Figure 1 Positioning of ValueSec with respect to classic risk analysis 

 

The Cost benefit analysis pillar provides an analysis of factors that can be ex-

pressed in monetary terms. The analysis takes into account different costs and benefits 

categories, such as, among many others, investment and maintenance or personnel 

                                                        
5 This method of consolidation still has to be defined in detail. 



and training. [3] The pillar also includes a monetary analysis of the costs and benefits 

that come into effect due to the implementation of the measure and which relate to the 

reduction and/or elimination of the risk at hand, e.g. the monetary benefit of infra-

structure that is not destroyed. The cost benefit analysis will have to be put in a tem-

poral context, i.e. it has to show how costs and benefits are distributed over time, and 

put into the risk context, showing how the change in the risk situation influences the 

occurrence and quantity of costs and benefits. The Analysis of the qualitative factors 

pillar assesses the potential effects of a measure on criteria, which cannot be ex-

pressed in monetary, physical, logical or other quantitative terms. These factors in-

clude decision criteria in different categories, analyzing effects on, e.g. societal and 

individual, ethical, political, (non-monetary) economic, environmental and technolog-

ical levels or with respect to law and regulations. [4] This paper will primarily elabo-

rate on this latter pillar. 

An important factor to be considered with respect to supporting the decision of 

public stakeholders is the overall decision-making process. Stakeholder consultations 

during project workshops [5] and through the cooperation with the project’s end-user 

partner Valencia Local Police as well as with the Valencia municipal government  

showed that 

 

 Technical/ supporting personnel aggregate information to weigh alterna-

tives and prepare decisions for public stakeholders / politicians / policy 

makers. 

 Decision-making processes follow different iterations and are marked by 

different stages. 

 Different kinds of information / different types of analysis are associated 

with different stages in the decision making process 

 

The elaborations above allowed for the derivation of a conceptual decision making 

model, which in the course of the project, will be implemented it in a set of connected 

tools, i.e. the ValueSec toolset, for typical security measures (“Use Cases”) in the 

framework of the different contexts. The decision rational follows the premise that 

decisions shall be taken following the assessment of individual measures or of sets of 

closely related measures, according to framework conditions set out by decision pa-

rameters, such as threats and risks, budget restrictions as well as political and societal 

needs; thereby the assessment combines the concepts of value, cost and risk as set out 

in the three pillars of analysis.   



 
Figure 2 Conceptual ValueSec Decision Model [3] 

Figure 2 illustrates the interplay of the different components in the analysis process 

as envisaged by ValueSec. The process is marked by three distinct steps. A first step 

is the acquisition of input data and the definition of data sources that will be the base 

for the analysis of alternatives by the ValueSec tool. This data consists of scenario 

specific data such as threat assessments, specific costs or vulnerabilities associated 

with the decision alternatives, i.e. quantitative data in most cases. Also qualitative 

data is required as input. However, this data may or may not be scenario specific, 

when describing e.g. society’s general attitude towards privacy or other social values. 

This step consists of setting up the assessment system with the necessary information 

for the ensuing analysis.  

In the second step, the analysis, the ValueSec toolset will be used to evaluate the 

different security measures at hand, i.e. the decision alternatives. These will be as-

sessed according to the three pillars as laid out above. With respect to the analysis it 

has to be noted that the ValueSec toolset will not necessarily recommend specific 

security measures and advertise the result as “the best” or “the optimal” decision. The 

main aim of the analysis experiments is to make the potential effects of different al-

ternatives more transparent in order to empower decision makers making informed 

and well rationalized decisions and making trade-offs between alternatives based on 

their set of preferences and framework conditions. 

This factor has to be considered with respect to the third step in the analysis pro-

cess, the integrated analysis of the different results, and the reporting. The reporting 

function therefore will have to rely on easily accessible, preferably graphical, repre-

sentations of cost-and-benefits associated with the individual measures to be assessed. 



ValueSec risk reduction assessment focusing on cyber security 

The ValueSec approach depends on the combination of different methodologies 

and different tools. Not only will the three aforementioned pillars have to work coher-

ently to ensure a consistent analysis of decision alternatives but also different tools 

within these pillars will be employed to take account of the particularities of the deci-

sion making situation at hand. This is especially true for the Risk reduction assess-

ment pillar of the analysis. As mentioned above, ValueSec considers five different so-

called decision making contexts. These individual contexts have been chosen to cover 

a wide range of decision scenarios and offer the potential to assess various forms of 

potential measures. This wide range of application, however, also means that different 

forms of risk assessment might be needed in different decision making contexts. A 

risk assessment in the context of a public mass event is certainly different than in the 

context of air transportation and different than in cyber security. This fact is addressed 

in the ValueSec project by employing different tools for risk assessment in the differ-

ent decision making contexts.  

The use case of cyber-security, e.g., is driven by the application of the Lancelot 

software solution, provided by White Cyber Knight. One of the main differences be-

tween the cyber-security and the other use cases is the fact that unlike in the other 

decision making contexts, in cyber-security the inter-connectivity between different 

IT systems and infrastructures create a very complex posture of risk simply because a 

risk found at one end of the IT infrastructure might have a cascading effect on the 

other end of the same IT infrastructure or on other IT systems that might seem unre-

lated at first. 

In today's modern environments there is a strong and growing linkage between 

"traditional" IT systems and IT systems which control physical devices. Together, 

they create the Critical Information Infrastructures (CII), which enable controls and 

command over physical daily critical resources such as electricity, water, etc. 

The connectivity and complexity of these CII makes it very hard to understand 

how a potential cyber-risk on the CII may affect the entire infrastructure and possibly 

pose a threat to human lives and endanger the "real" world just as it endangers the 

cyber space. 

Lancelot developed by White Cyber Knight enables and end to end approach to 

this challenge by providing a pragmatic way to map and connect different resources 

of the IT and CII and later on assess how a risk found on one resource (or asset) may 

affect other resources of the same infrastructure. The end to end approach of Lancelot 

is based on the End to End Security Assessment methodology (EESA) that looks and 

assesses processes that are composed of different resources. By using the EESA 

methodology, Lancelot can highlight risks that might seem minimal at first, but be-

cause of the inter dependencies they actually affect the entire CI, a fact that depicts 

them in an entirely new light. 

After the risk assessment phases, Lancelot will pass the calculated risk on the CII 

to the other pillars to continue with the cost-benefit analysis and the social impact 

assessment. 



Analysis of qualitative factors supporting quantitative approaches 

The specific characteristics of security in general, and of critical infrastructures as 

providing critical services in particular, and having a high degree of interconnections 

and interdependencies with the society and the economy [8] demands holistic analysis 

approach as described above. Additionally, the property of “security” as a public good 

further require looking beyond a simple cost-benefit analysis purely based on mone-

tary / quantitative cost-benefit factors. Previous work on quantitatively based cost-

benefit analysis can be found especially in the field of ICT security, see e.g. [9] and 

[10]. However, interdependencies and ramifications of security related decisions in 

the public sphere exist and/or occur to a large part on qualitative dimensions. 

A large body of research on these interdependencies has been collected by the EU 

research project EUSECON - A New Agenda for European Security Economics6, 

coordinated by the DIW German Institute for Economic Research. ValueSec used this 

research as a starting point to map out the space of potential effects and their potential 

interrelations and knock-on effects of security decisions on the politico-economic 

sphere.7 A non-exhaustive documentation of the effects space can be found in [11].  

To operationalize the use of qualitative factors in the analysis process the ValueSec 

consortium derived a selection of approximately 120 individual qualitative criteria, 

which were grouped according to the following main categories [4]8: 

 

 Society, 

 Individuals,  

 Law and regulations,  

 Rights and ethics 

 Politics,  

 Economics, 

 Technology and science and  

 Environment 

 

The derived qualitative decision criteria will be used to enable a qualitative analy-

sis of the decision alternatives. For this the decision maker will be asked to first de-

scribe the relative importance of the main categories as well as the relative importance 

of the individual criteria in a group using specific weights9. This is to define the main 

decision drivers and to eliminate “irrelevant” categories and criteria. The weighing 

                                                        
6 See http://www.economics-of-security.eu/eusecon.  
7 A knock-on effect could be for example that a terrorist attack severely decreases the touristic 

attractiveness of a region, which decreases the tax income of the region from the tourism in-

dustry. This might influence the financial stability of a region, which is heavily dependent 

on tourism, leading to the cut-back in government services and increase in overall unem-

ployment through job losses in the tourism industry and the loss of public sector jobs. 
8 The full list of criteria can be accessed through this document and will not be reproduced here. 
9 It will also be possible to add new criteria to the existing list to take account of additional 

criteria relevant for individual decision makers. 

http://www.economics-of-security.eu/eusecon


will be performed exclusively by the decision-maker and/or the technical personnel 

supporting him/her in the decision making process. The ValueSec tool may provide 

for pre-defined set weights, e.g. stating that ethics might be more important than envi-

ronmental criteria. However, these will only be of recommending character. The as-

signing of weights lies solely with the decision maker and should present the decision 

maker’s preference for the individual categories and the criteria. 

For each of the relevant criteria the decision maker is then requested to define ge-

neric value functions, i.e. defining in how individual effect characteristics / parame-

ters of said criteria (e.g. low - medium - high or negligible - catastrophic) relate to 

values on a normalized scale. Setting-up the weighting scheme of the analysis system 

will be performed on a “decision-making-context-basis” as different context and deci-

sion makers will have different preferences. 

For the analysis of the qualitative decision criteria, the decision maker then revisits 

the previously defined decision drivers and assesses the potential effects for each 

criterion based on his/her expert knowledge and/or further expertise. Additional ex-

pertise can for example be gathered through stakeholder consultations, expert inter-

views or other forms of involving third parties affected by the decision or knowledge-

able about the domain. The previously defined value functions are used to describe 

the potential effects per criterion, which will then be transferred to a normalized scale 

for the analysis. Based on this information the ValueSec toolset will provide the deci-

sion maker with an analysis of qualitative criteria, identifying specific influences of 

specific decision criteria, allowing for sensitivity analysis and for the trade-off be-

tween criteria. 

Interaction of the three pillars and decision support 

The proposed ValueSec methodology breaks up the decision analysis in three dis-

tinct elements, dealing with the influences of specific measures to influence a risk, on 

the costs and benefits of implementation and on qualitative factors, which are hard to 

put into specific and relevant numbers. With this break-up of the overall analysis and 

the establishment of three individual pillars of analysis, ValueSec enables the decision 

maker to in the first place assess the three categories influencing a decision. It also 

enables the decision maker to perform trade-off analyses with respect to the results of 

the individual pillars and with respect to the different decision alternatives. 

On the one hand the analysis results of the individual pillars can be regarded as 

single results of the individual modes of analysis, on the other hand they have to be 

regarded in the common decision making context and application scenario. Addition-

ally, results of the individual pillars influence the analysis in subsequent pillars. The 

ValueSec tool proposes the sequence of risk assessment  cost benefit analysis  

qualitative criteria assessment. The relation of results in this sequence can as an ex-

ample be described as follows: 

 The risk assessment describes in how far the security measure will reduce 

probabilities and/or impact values 



 The cost benefit analysis takes account of the reduced probabilities and 

impact in monetary terms for the assessment of conditional costs and ben-

efits, e.g. costs and benefits that occur based on the (reduced) probability 

and impact in the adverse event assumed. 

 The qualitative criteria analysis takes into account potential costs and 

benefits of measures for its assessment of individual qualitative criteria, 

e.g. if increased cost jeopardize the political viability of a measure. 

 

Within this framework the decision maker is then able to perform trade-off analysis 

between the individual pillars and between measures to select the decision alternative 

that most suits his/her preferences. For this it has to be noted that the main objective 

of the ValueSec project is not to “optimize” security in the different contexts. The 

ValueSec tool provides a supporting mechanism helping the decision maker to find 

and justify his solution , i.e. the methodology and the tool will not be able to tell the 

decision maker which alternative to choose, but will deliver data, arguments and rec-

ommendations in support of or possibly also in denial of certain security measures. . 

The decision making power will stay with the decision maker and will not be relegat-

ed to a decision support tool. The main objective of the tool is to present the decision 

maker with a transparent overview of the potential effects of his/her decision and 

enable him/her to make better informed decisions on this basis.  

Conclusion 

The ValueSec approach provides for a systematic incorporation of qualitative deci-

sion criteria for the cost-benefit analysis of security related decisions by public stake-

holders. Together with a Risk reduction assessment and a quantitatively oriented 

Cost-benefit method, the analysis of qualitative factors form the three pillars of a 

comprehensive Cost-benefit analysis approach. This approach is necessary due to the 

specific and different/ individual characteristics of security contexts e.g. in critical 

infrastructures and their multiple interfaces to various segments of the society; to 

households, industries and the policy level alike. Furthermore, “security” as a public 

good has an inherent social dimension which needs to be reflected in security deci-

sions. 

The ValueSec approach consequently provides an analysis approach which not on-

ly brings together these individual three pillars of analysis but also enables decision 

makers to perform trade-offs between these different pillars and base their decisions 

on a sound analytical framework. 

The toolset under development will be tested and demonstrated in realistic use cas-

es. The person and organization to be supported will primarily be the public decision 

maker. This has been set by the EU security research call. It is the strong commitment 

and intent of the consortium to extend and offer it to the private and commercial deci-

sion maker as well. 
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